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How to use Guideline

This icon [j represent that the FGE
should provide document that
support the criteria evaluation

This icon represent that the FGE
should provide a picture of the proof
that support the criteria evaluation

This icon &

represent the
samples that will guide the FGE how

to implement the criteria

There is some ( Hints )along with
some criteria that will guide the
website admin, designer &
moderator to understand how and
why to implement it
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This Document 43 g4l sia

This document presents a set of guidelines that
can be applied to measure the quality of the
government websites and their level of
compliance with the best international pracitces
including Web Content Accessibility Guidelines
from W3C. These guidelines are derived primarily
from the pertinent guidelines and manuals and
compatible with the rules and regulations
adopted in the government entities of the United

Arab Emirates.

The document is subdivided into the following:
Domain and Hosting, Site Architecture and
Design, User Experience and Usability, Content,
Accessibility, Security and Information Protection

and Marketing.
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Domain & Hosting

Domain and Hosting guidelines focus on 2zl Je e il Gledl alizen 55

considerations that need to be taken when Sl clowls @lam Logd LIl Lol gl

registering domains for government
Logydy uasSaell 29 ASIY adlgall doined

websites, hosting conditions and locations
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and the measures to be taken when there is

more than one domain etc. 23 ) Loy Blas el e AST

TRAallstpubanius



e gl e

Domain & Hosting guidelines — adlaiw¥ly Slaidl plas

# Guidelines

1 Has the entity registered the three domains: ( .ae),
(.gov.ae) and (.ul,bl ) versions of the domain and
renewed it ?

o G

2 Has the entity registered their Arabic domain and
make it active?

. O

3 | Has the entity registered both the short and long
versions of its domain name?

o O

e (Hint; Long domain name is the FGE long
name i.e. telecommunication
regulatorytuthority.gov.ae while the
short name is the abbreviation of the
name i.e tra.gov.ae)

4 Does the entity use their domain in all official E-
mail addresses?

e (i.e. name@entity.gov.ae)

5 Does the entity host the website inside UAE,
otherwise NDA & SLA must be signed with the ISP

o O

e (Provide such documents if available )

5 Do all registered English domains redirect to the
primary .gov.ae domain?

Sl sl #

Ladge Olgie o (gov.ae)s (ae) ol ol cdew Ja | 1

§ Loy @y (o AW
0 .
S(ablel) goall Blastl Juadds Jumads ezl cwls Ja 2

G )

Bavadlly dslall clowdll Jumads 4pnsSan)l Lzl cald Ja 3
Sadsll olgiad

ad .

Mol Azl gl (pasazy dsshall Bl @l tziels) @

Lo ]l LDalia G, e polidl Glatll Olgis 2l puseiud Ja - 4
SS9 ASIF wully

(name@entity.gov.ae Jlis) ®

Ryl L) 2o S35 i AW adsll Alaral o Ja | 5
o da Blatadl Sl5,8 ol Zeasdl 5956 ae O Olg TBaall
SHes Sgiun Blasly zlad| pue 280550 a8es
ad .
(Suzy o) BooSILl LByl @lg5lnl ) @
Sladdl ) das Il s Bl Bl dzgidole) @y Ja 6

S(.gov.ae) sl

DAl flauni



X

willl

o ] i niys

sy By

Site Architecture & Design

There may be no right or wrong when it
comes to the look and feel and the aesthetic
aspect of a website. But when it comes to
design and architecture, usability must be
taken into account in order to serve both
customers’' expectations and organizations

objectives.

These guidelines help achieving this.
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Guidelines

Does the entity have a plan for when and
how your website may need to be taken
off-line?

. O

e Hint: This plan shall show In
emergencies and breakdowns,
downtimes listed previously,
requires a plan how to stop
location, time, and messages that
appear to users etc.

Does entity maintain a message to be
displayed to the website visitor when the
site is off-line?

Does the website design structure have the
key sections mentioned in the Federal
visual identity: Masthead , Navigation
Options, announcement section ,Body and
footer?

Does the website in English and Arabic
include the Essential Links placed in a clear
visible section for the website visitors?

e Hint: essential Links include: Home,
Contact Us, Sitemap, Language(s),
Help and Search/Advanced
Search?

5 Does the website design comply with the

Masthead standards for web design where
Federal logo and entity logo used in

AP NY

285kl iadl dmaly Alas ApasSanl 2l g Ja
Bl o o Boiloslall 2a1 e iBge
Sa.a.Sdly

O .

ey @gslshll c¥l> G ipals @
aas o Cdlany i 3o yall cladglly
cdglly cadsll Blay) 34asS (asass
Ol ydas G diluoylg ccuslill
Azl odaslls] eany &)

S Lo @il Bmisly Al sdsny Al p5as o
Slidse ijil sy ey &53).! )

G Ll ppolially g ASIY 285l quasat il Ja
miall Glgie St alas¥l 25,10 Lyl Luls
Jaddl y paill Gsizay misall Aasldy Ay AT
Salall

e Ad=iilly Ayall aalll adsll goimy Ja
Al Aag Aisly B ygum Aeguinge Lsla] Layl)ll
4zl

0 IS s M1 Ll JodS spels @

"y o] o 5 syl dnisal

Ll gl Ly a8ekl Alysg
skl el /temly Bacladl

Al clzolls Lo ATV a8sll quasas aiily Jo
o S A g AW Amdinll s )5 epasat]
& Vs 2SI gl sty gl jlads ool

#

1

5

Dl nbnte.



X

il ) i i

sy By

10

11

consistent places across the website in line
with Federal Visual identity 20157

Does the main menu of the website
contain links to the following sections:
Services, Open Data and eParticipation?

Does the global footer offer a visible link to
the Essential Policies?

e Hint: The essential Policies include:
Accessibility, Copyright, Disclaimer,
Terms and Conditions page,
Citizen Charter and Privacy Policy.

Does the global footer of the website
include a visible Browser Support
statement?

Does the global footer of the website
include a visible Screen Resolution
statement?

Does the global footer of the website
provide a shortcut of the entity main
contact number details? (Direct Access
Section)

Does the entity website offer the option to
create a personal profile account allowing
the saving of personal information to be
used for future transactions?
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Is the entity website designed to ensure a
maximum of 0-3 clicks to any target page
or content including querying a transaction
or obtaining any service?

Does the entity website have NO horizontal
scrolling where text properly fitted to screen
width?

Does the entity use a correct Favicon for the
site?

Does the "Contact Us" page offer the
Essential Contact Information of the entity?

e Hint: The
Information include Phone and Fax
numbers, P.O.Box, online
form and electronic map (e.g.
Google Maps) of the physical
address of the entity's head office
and other branches?

Essential  Contact

email,

Does the contact Us page offer a simple
description of the Latitude and longitude
coordination of the entity location on the
map?

Hint :

Latitude - Longitude:

25.286926, 55.350677

Lat:25°17'12.9336"

Long: 55° 21' 2.4366"

Does the entity website include up-to-date
Sitemap that offer links to all pages in an

easy-to-use hierarchy?
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18 Does the entity website provide a Help or

FAQ section? And does it cover all the
sections/topics of the website?

Is the search utility clearly located in the
site? Is it an effective and user-friendly?

Does the entity have advanced search

capability using Google-type search

engines?

e Hint: Search engine on the site

must provide advanced search
option which allows filtering results
based on advanced search criteria
such as date or topic, Google

provides this capability

Does the website reflect the approved visual
identity of the government entity including
the use of white color as the background
color of all content on the website?

Does the website implement the responsive
design principle?

o Definition: Responsive Web Design
offers the website visitors optimal
viewing and interaction experience
(e.g. easy reading and navigation)
across a wide range of devices
including desktop computer
monitors and mobile phones.

e Hint: it is a Site adjustment method
and widths automatically to fit the
device used by the website user,
whether a laptop or smart phone or

Tablet i.e: http://government.ae/
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23 Are the elements of each page in the
websites visually aligned (either vertically or
horizontally)?

e Hint: Website Vvisitors

consistent alignments for items

prefer

such as text blocks, rows, columns,
checkboxes, data entry fields, etc.
Use consistent alignments across all

webpages
24 Does the website use a fluid layout that
automatically adjusts the page size to
monitor resolution settings that are
1024x768 pixels or higher?
25 | Are the website pages clear from the “Scroll

Stoppers"?

e Hint: Ensure that the location of
headings and other page elements
does not create the illusion that
users have reached the top or
bottom of a page when they have
not

26 Do all website pages have appropriate page
lengths?

e Hint:
purpose,

Page length must fit its
as pages with heavy
content such as articles can be long,
while the pages that contain links to

other sites can be short.

27 Is the entity’s website clear from pages that
have no navigational options such as the
Home link?

28 Does the website design clearly differentiate

navigation elements (e.g. menus and links)
from one another and group them in a
consistent and easy to find place on each

page?
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29 Does the website offer “List of Contents” on

long pages with links that take users to the
corresponding content farther down the

page?

Does the website use 'sequential’ menus”
and 'simultaneous' menus appropriately
when needed?

e HintThe ' sequential ' menus are
suitable for simple forward-moving
tasks while the 'simultaneous’
menus are used for tasks that
would otherwise require numerous
uses of the back button.
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AT AREAY Subject Area Categories
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User Experience & Usability

Websites should be easy to navigate, have
minimal load time, and provide visitors with
useful resources and information. With this,
we must guarantee an easy, predictable and
pleasant experience. We must first define the
users’ needs and expectations, then validate
the websites we have developed to check if

we have met those needs and expectations.

The following guidelines will help improving

the user experience.
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Guidelines

Are page headings and headlines
differentiated by font size or boldness?

Does the body of the website include
breadcrumb trails?

Are the page structures and the location of
all standard items consistent throughout
the website?

Is the website browser-independent and
cross-browser compatible?

Does the entity site include all necessary
meta-tags on the homepage and all
secondary internal pages? At least the
following 5 meta tags should be
maintained: Description, Title, Keywords,
Robots, Revisit-after

Are all page titles (Title tag) in the website
representative of the actual content of the

page?

Are the title tags concise and easily
understood?

Are all links in the website highlighted, and
do they correctly match appropriate
destination page headings?
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11

12

13

14

15

Is the back button functional in all website
pages and does it lead to the proper back

page or level?

Does the website have a clickable
Homepage button across all pages?

e Hint: the FGE logo is not enough

Has the government entity conducted
analysis to identify which components are
most used in order to highlight on the
homepage?

o O

e Hint: the document can be survey,
or a compilation of interventions
through social media or related
statistics

Are the most important functions (such as
search and announcements) displayed in a
prominent location on the homepage?

Are images, graphics and icons used in the
website self-explanatory and expressive of
the correspondent articles/content?

Are homepage/landing page consider the
principle of brevity for text to ensure the
minimum?

Does the entity site contain NO broken
links or empty/under construction pages?

17
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website included a

bar

the
progress/Loading

Does
for  website

navigation

e Hint: User should be informed all
the time what is going on the site
during navigation & quires

Are links available to download media
plug-in's for the various technologies used
on the site? (Flash, Java or Adobe readers
and players)

Does the site have a meaningful and
helpful 404 error page that works from any
depth in the site with an error reporting
feature and?

Are markup and CSS style-sheets used
efficiently in the entity’'s website?

Are all images on the entity’'s website
optimized? (no larger than 150 KB an
image)

Dose the website implement lazy loading
whenever heavy content provided. ?

e Hint: As scrolling content loads

Does the website use images rationally?
(only when they are critical to the success
of a Web site)
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25

26

Does the website avoid clutter?

e Hint: Excess and crowded
component and items on a page
lead to a degradation of
performance when trying to find
certain information

Does the website provide sufficient clue
to clearly indicates to users that an items
is clickable?

e Hint: These indications must be
consistent across the site

Does the website indicate to users when a
link will move them to a different location
on the same page or to a new page on a
different Web site?

e Hint: The user has the right to be
informed that he is about to leave
the site to an external site

e je.: Add an alert that he about
leaving the page

Does the site enable enough contrast
between the dark text and the light (or
white) background for easy reading and
discrimination?

19

Y G LUasS¥ e wadl 285l quasas § (£95 Jo
$gaxlly Olo¥ly aguailly

Aolxll e sl iligShly LlaY| Inels @
R
el JuB oL
SligSell uoge Gud gLl cpamy imels @

Ansly ShLaY 055 oly «all Alall

Layls Loyl 06 13) Lo Js> claslas aBsll a5, Ja

e e 06 o @ gl U pusiadl ipls @
dmaall el5g adell 55l iy e L

Led axloall
s el e il 4 Bls) :Jle @
Amigall

ool o el (oo L8 1,08 28500 £,y Ja
Wy ead wlalsdly (cLagdl of) 2slall 2alslly 2aalall
cs;bﬂb_‘y&.&.’d‘

23

24

25

DAl flauni



R .;-llluil!lllg.gtqm

27

28

29

30

31

32

33

User Experience and Usability guidelines — dulasiuily crodsiud | &y sulas

If images or graphic used as background 4alaS cldlall of Heuall alasiwl Jl> 3
of the text are images been modified Bl Ly JSaYs ssuall candye Ja o mgumil]
enough for easier reading? o ' .
ooyl Yot (38 Tules
Are texts of the website using at least a 12- Ll S §12 (e Jay ¥ oL Lol qzm> (£9, Ja
point font (e.g., typeface) on all Web AT
pages?
e Hint: size of the screen should be LaLA pm> Blelye oy imeels @
considered
In case of application forms, does the Ot adell ey Ja g 3leig Sl 3529 J> @
website distinguish required and optional S Las¥ ] ellsy Agaly Ty L)

data entry fields?

Do forms anticipate typical user errors & = a,ols adsll clliay Ja .z laiy Slls 3529 Jl> &
suggest corrections? Sligantll 7158l AL sas¥l adss
Do the results of user searches provide the = as 38lsis by 2a8s adsll § cmdl mls Ja

precise information being sought, and in a S contiiall Ciladss
format, that matches users’ expectations?

Is a search option provided on each page? Sadsll (o Amie S 3 x| Apols 8915 o

Are the website's search engine constructed  cls,all Jo> ssmetn) dmdl &eus quesas @ Ja
0 . 5
to respond to users' terminology? & FasSnll Zeal slalaze Lioiia g1 Shlealls
Sologlall (e oy
 [a CIE
e Hint: show proof that FGE analyzed Ll of cut b Ll oun il
to learn what is the more Loally colsyall 751 Adpal i
< < 3 49 Md=s &
vocabulary and phrases used by 5 =lasl L - o
customers who have searched ¢ &l Glalaie dib (o Laluiral

services and information related to  alasll cleslally Sleasdl e oo
the FGE core business) Al Jos yagms
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User Experience and Usability guidelines — duluasiudly crodsiud | &,z sulas

34 Does the website notify users when multiple  Ja a8sll (e coxy Bous g3 (0 AST 0929 J> &

35

36

37

38

search options exist?

Does the search utility include specific hints
to improve search performance?

Have the usability team solicit usability

testing participants' comments either

during or after the performance of tasks?

L] O

e Hint: That is, each page is designed,
and then subjecting
realistic test with users, and then

them to

processing the notes and errors,
and retested until a better level of
usability and then applied on the
site)

Does the entity have a comprehensive plan
to monitor user experience and to measure
usability (google analytics, keyword
analytics, surveys, focus groups etc)?

. G

e Hint: Must provide documents
showing the results of each stage
of the research and analysis to find
out the attitudes and experiences
of users on the site to provide
appropriate content for them in
terms of services and information

e Does the entity have a plan to
enhance the usage and adoption of
services on its website?

L O
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X

il ) i i

aipresy Bpas o ueimy

e Example of documents: eService g skt dlas c@lisll e dlil @
deployment plan, eService Gpaedl] As s ASTY ol
A6 9 AN leazl

marketing plan,

e Hint: Plan must include the
compilation of the impressions and = ez das)l eats OF oy ieels @
opinions of users about FGE Jo> eebls ool cleldasl
services, information and overall -

bogas mpziy Sloglally il

adskl plusial e

experience when using the site

39 | Does the website make it possible for i€y somll @uas 2myd gl adsll mdy Jo 39

visitors to rate the content and submit < . s
. NN I
suggestions for new content?

40 Does the website show when the page was  ogimill cyuzms j51 (e Zeslas adsll L85y Ja 40
last updated? Sad 33ylgll ilaglally
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Content

Content is the most important part of a Web
site. If the content does not provide the
information needed by users, the Web site
will provide little value no matter how easy it

is to use the site.

This section helps web content specialists
working on government websites in the UAE
improve their work to provide consistent,

easy to understand and appealing content.
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Content Guidelines — ggizl| mlas

e gl e

# Guidelines ol gl #

1 Has the government entity made sure the | aia ge jolall g AT Gormll Juds paeni @5 Ja 1
team members working on the web Goima Bl 3 cabelall men e NLa¥! e

content development are aware of the o . e <IN sl
Web Guidelines Document developed by asSal) Rl oA sl

the TRA?
d .
. B Gk oe peeadll ok Of (Say el @
e Hint: Announcements can be LIl A o e ASIYl

made via e-mail or intranet or b . . - B

Y &>l Aatge Aiwg b ol (caltY)
any other documented

e Examples for Documents: copies = Sladl oo dxad :@lsll (e Uil @

of internal emails or minutes of solme ol Jdull pensd a9 STV

meetings Jalall £y clelazs |
2 Does the entity implement a fully 8yla pllas 3 Jaadl pudd Aatge &l Azl dezni Ja 2
documented content management § ozoel
workflow?

0 d .

3 Isthe Arabic page the main landing page  axuill & o ASIY adsell Lpussy)l dmiall Ja 3
of the website? S,

4 When toggling between the Arabic and Jo apl=ly dopall clmawll gp ddll e 4

English sites, does it go to the same Aiall J) it Yo oimll puds e i Amdgall
content and not to the home page?

PR

5 | Are the Arabic and English language Lol adsll gxud on plWl dimsll Gaxn Ja 5
versions of the website properly Bopall Bl § Bl 380 smgs ¥ (g) Ayl
segmented (i.e. no English in the Arabic K o (( ) . ) i‘
T (Sl Sl

version and vice versa)?
6 Is the content language free of mistakes llas¥l o L) daglis 285l § deasradl Ul Ja 6
. . 5 - )
such as grammar, spelling mistakes etc...? Al £ls cleglall 2a8s 2Dyl Aigil

(@) @ lodlal asmall
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10

11

12

13

Is the content formatting consistent across = e gsa=ll Geuds § pelally plewd¥l £y Ja

the website pages? (Font size, type etc.)

Does the website offer the essential
information about the entity such as
vision, mission etc...?

Does the entity offer a calendar or listing of

upcoming events and participation

activities with detailed information?

Does the entity publish the results or
summary of public participation feedback
and polls?

Is the website content usable? E.g.: written
in simple language, short paragraphs, good
use of main and sub headings etc...

Is the expected response time clearly stated
that
communication between the visitor and the

for all sections involves

entity? e.g. in the Contact Us section.

Does the entity have a banner or link to the

official  federal government  portal

www.government.ae accessible from every
page?

25
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Content Guidelines — ggizl! plae

Does the entity have a banner or link to
www.mygov.ae?

Does the website present links to the
entity's social media pages?

Does the entity website have a careers or
job opportunities section with a channel
to submit resumes?

Does the site contain content in the form
of useful audio files or video, either on
site or as links on external websites like
YouTube?

Does the website offer a comprehensive
description of the entity services in a
Service Card style?

Does the website have an Archive section
for laws, policies, documents, events, etc.
that is accessible from all pages?

26
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Content Guidelines — ggizl| plae

20 Is the text aligned R2L for Arabic and L2R = sl oo " clmisall § padll 3l3lee oo Ja 20

21

22

23

24

25

26

27

for English (not centered)

Are words defined and

abbreviations given expansions?

ambiguous

Is the English/Arabic translation of high
quality

Is the content on the website genuine? (no
copy/paste without attributing the source)

Does the website use meaningful link
labels?

Are the link texts consistent with the titles
or headings on the destination (i.e., target)

page?

e Hint: For example: when the
link is the
"Content guideline”, the page

name of the

banner that connected to a
link must be with the same
name, i.e. "content guideline"
and so on)

Does the “About Us” page give enough
information about the Government entity;
leadership, address, core business, vision
and mission, mandate, objectives etc?

Can the user, from the first quick glance,
predict what the website is about?

e Hint: from the logo and the
welcome intro
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28 Do the webpages have summaries

29

30

31

32

33

34

instead of introductions?

Do content pages use front loaded
headlines?

Are headlines in the website of 4-10
words long?

Are all headlines and headings
formatted R2L in Arabic and L2R in
English? (Not centered at all)

Does the website have a glossary for
terms and abbreviations used within
the content to make it clear and
understandable?

Does the entity have a style-guide to
assist content writers in their daily
work?

. d

Do the content team from time to
time check for broken links (either
manually or using a software)?

. O

e Hint: The document might
be a plan, or a record of
previous sessions where
test safety links on site)

eibaaall e Lage palga goimtl cilmig a5 Jo
Sl

Sloglally e alewly Gl cilzaw ug Ja
Sl die 2o liall Lol
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Content Guidelines — ggizl! mlas

Does the website display a series of related
items in a vertical list rather than as
continuous text?

e Hint: FGE can use digital
sequential points list, bulleted list
of points that do not necessarily
involve pursuing

Does the website introduce each list by
providing an introductory heading

e Hint: word or phrase at the top of
each list?

Does entity allocate page that highlights

its initiatives with regards innovation and
reading years?

29

Loges @558 G aluludll @lsall adsll (o, Ja
§ eyl il oo Yoty

Lab)ll ALl alasiul oSey el @
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Web Accessibility

Jgsosdl &g
Accessibility

A website is fundamentally designed to work for all

people, whatever their hardware, software,
language, culture, location, or physical or mental
ability. When the Web meets this goal, it is
accessible to people with a diverse range of hearing,
movement, sight, and cognitive ability. Where
WCAGO0.2 AAA level is the desiered levels that

should reached

To determine if FGE web content meets accessibility

guidelines Web Accessibility Evaluation Tools can be

used

Source: World Wide Web Consortium (W3C) Web

Content Accessibility Guidelines (WCAG)
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s Ay ol Gorudl s Jouosdl Ugud Lol

6l Gy Al G A adsll e gormll S 13 Lo asTall
4080] euat ool Blazadl YL Josmsll Ay dppzsdll

e 45es Ul Joussl!

Jooodl Vo wbas Allall Cooll dolsin yuiuall

Y Ay B Age Sl gl s S 1 gall o ) &g 2010 (5L
saaialfl 2l

TRAallstpubanius



.;-lllml!llg.gtqm

Accessiblity Guidelines — Jgumogll Ugus mlas

#

Guidelines bl

Does the website include alternative texts (Alt- e ggims iy U Ll paill Lsols 2851 435, o
Text) for any and all nor.1—text con‘tent su.ch 3l Uil el NER U RV
images, buttons, infographics, icons,
multimedia etc , that clearly describe it and
make it screen readable by text to speech tool 7 &1 Gub e Leshal s, moly JSia Lydd lanss

Badaill LSLmj.”j ;»U}E._’&z'b Slales¥! i“'(r“'iﬁ ‘ELQS‘)J.‘

Do all audi and video files have descriptive g Ka e 28lly Zoanudl clalll ;8955 Ja

captions to assist those with hearing and visual $ pradlly pasell Cilagal (gyimll 7,43
problems?

Are audio and video files presented with no (or | clalzll ¢ (sewalls) Absmll clalll olas Ja
little) loud sound backgrounds? (Liasddll ad) S8 Lall aggall

Is line spacing at least 1.5 within paragraphs, 1.5 (&% le jehaudl o 23K cliluw dzss Ja

and the space between paragraphs spacing at e Slaall o selall 28lung s 1| e 28
5 yaall o dels shadl o 4olusl)
least 37 €3 J fuslee U5

links format/shape  should change when § a3ll Lruadhe die ity o com daslgJ) S
approached by cursor?
Ay bas e Bl piall 0o Ly, 1Tl @

e Hint: Perhaps changing a line appears )
é!.’a.‘a-.”‘q.w_a-éﬂajjl ‘ga.i.ncam“

under the text, or change the font
size etc.

Does the Entity website provide AAA Lozl ez Sa Allad Bne g ASIYI adoll yd50 Ja

accessibility feature that is working efficiently? Joad Aol s Jag « (AAA) M1 gzl
e Hint: as a text option or, if an image is Ssdag Jlad JSdo
used, alt text should be provided
ol Il Gol (pas Ko e 1Tl @
Jiy pai lla 0586 of cum Bygam

Lol

Do that foreground and background color Al Anglll SluSAl sl o BK Hu8 2l Ja

combinations provide sufficient contrast when .
. . Y e o pmadl Bl (Ko Lo 2l
viewed by someone having color J e 08 el 2 T el

deficits or when viewed on a black and white = ae¥l gl Zals e Lusye tie ol poguailly

screen? Sagadlly

31
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e et meae s ey B

ad

ol i pabii nis s

8  Does the website have a software to read texts  ogimilly (osaill 3el3 26lSa) adsll ,i35, Ja 8
and alternative text for visually impaired § ol il poliadll cpually Al
people?

9  Is all functionality available from a keyboard? Srolall d>g) pe 58570 Boliall casllagll S Ja 9

e Hint: All fu.nctlonahty. that is available LAl & 5,55al) Cills)l par B susals @
by mouse is also available by keyboard

e ie. back, scroll etc molall s3] 3k e
&l Bagally ¢ puouall Jia i Jlie @
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e-Participation , Social Media & Open Data

The good management of the entity’s  [slug de Fucwsll souamd izl 3,l0¥1 JM5 pe
presence on social media enables the entity X .
O Aegazma 3az3 O Lt oSy «(fleiz¥l Jialsdll
to achieve a group of vital roles such as:

improving  UX,  increasing  customer <& ot baal o Aguall  ciluadl

satisfaction, enriching content, bettering ., goz=ll cly3ly ccnlolasll Loy 85039 «caodieiadl
information and vitalizing eParticipation

214_5.5.7- claslg ‘Cjbll se QL&}-L’-L‘ PR OV ST
which is one of the most important elements

of the online presence. 0o Lo Iaie dad @l 2 ASTYI ASLALN e

.g':jjﬁ:ﬂ sgandl polic
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Guidelines

Does the entity have a corporate social
media usage policy document distributed
internally and aligned with the "e-
Participation and Social Media Guidelines
for Federal Entities?

. U

e Hint: Policy streaming might be
through training workshops,
awareness-raising lectures and
other means of spreading
knowledge in the work
environment

Is there a dedicated “e-Participation” page
on the entity’s website that enable
audience to Participate and collaborate
with the entity, and contains details about
its e-Participation activities?

Does the e-Participation page offer the "e-
Participation Policy\Charter” for the
website visitors as per the “e-Participation
and Social Media Guidelines for Federal
Entities?

Does the e-Participation page offer the
“Moderation Policy” for the website visitors
as per the “e-Participation and Social
Media Guidelines for Federal Entities?

34
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e-Participation and Social Media Guidelines — _sLaa¥l adle¥ly a9 ASIYI aS,LaL1 sulae

Does the entity use social media tools
and e-participation tools such as
(Facebook, Twitter, YouTube, google+,
forum, blogs, etc..) to communicate and
interact with the public?

Is the entity follow in the formulation
and designing of these accounts the “e-
Participation and Social Media Guidelines
for Federal Entities?

Does the entity publish information on
these accounts in compliance with the
“e-Participation and Social Media
Guidelines for Federal Entities?

Have there been any e-Consultation
practice regarding any of the entity’s
services or policies in the past 6 months?

o Definition: e-Consultation, it is
phase 2 of e-Participation based
on the basis of two-way dialogue
between the government entity
and its audience of users

e Hint: Main practices in this phase
(General Consultancy, surveys,
polls, ext.)

Have there been any e-Decision Making
practice regarding any of the entity's
services or policies in the past 12
months?

o Definition: e-Decision Making is
the most advanced stage of the
e-Participation model where the
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entity give their audience the
opportunity to directly
contribute in the decision
making about services or policies
e Hint: Main practices is to use
Tools to discuss ideas and
suggestions and vote on them

Is there a channel on the entity website
where the visitors can directly
communicate with the minister or
director general or other important
contact?

Does the entity allow anonymous public
participation without forcing the
participant to register first (e.g. contact
us form and other contact forms)?

Does the government indicate that the
outcome of e-participation resulted in a
new policy regulation/service or its
decision-making process?

Is there a dedicated “Open Data” page
on the entity’s website for sharing these
data with the public?

Does the published data cover the core
domain of the entity? (e.g. healthcare,
education)

Does the entity publish the raw data in
open machine-readable format with no
access restriction (e.g. the need to
register)?

e Hint: UAE federal Entities Open
Data specifications guideline
2016
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15 | Does the Open Data page offer a clear

16

17

data access and usage policy for the
public to enable them use the data?

Does the government entity publish the
report on citizen usage of online services
on both open data page and service card
in Open data format?

Does the entity offer usage information
on their website such as number of users
using their services etc. (provided in an
open data format such as spreadsheets,
CSV, or xml files)?
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Security & Information protection

Sl AagSall Al p3as o Grapmall e
Government entities have to ensure the

security of the website and the protectin of Ly GoASH adsll ool Oles 2l o 23U
its information. The followign Guidelines fueludl 4355 A il gl (loglan (po ity

offer the essential practices in this matter. .
Lol odge pliall cileaell Ll
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Security and Information Protection Guidelines — il glall dlesg ool yulas

e gl e

Guidelines

Does the entity have a backup /or
redundancy plan for its website?

o O

Does the Entity have a Patch Management
policy?

o O

Does the Entity regularly Conduct
Penetration Testing and Vulnerability
Assessment for the Website? (such as:
Trustae)

e Hint: conducting test through
Trustae for aeCERT registered
entities

Does the Entity have a Log management
Policy?

. O

Does the Entity have a Policy / Process
for Information Classification?

. 0

Does the Entity have a Policy / Process
for Reviewing the Published
Information in the website?

. O
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7  Does the Entity Implement appropriate Aol Lylgall Gudaty 2esSadl | p9as Ja 7
Controls when dealing with Third Parties " dmlll Sl e Jolatll wie 2aU

such as NDA?

o CI

" claglall &yu0 28Las]

ad .

8 Does the Entity have a Policy / Process for Bl ely>) of Asliw dogSeddl Al gd Jo 8
Incident Response for the Website? § AT Ladpor Aols Laadll Eislyal
[ .
(]
9 | Does the Entity Implement Malware axl) el Lylges gudats egSadl Azl pgas Ja 9
Control. " asl Sleandl oo

. 0 a.

10 Does the Entity Implement Multi-factor pdsall Jgso allas udaty e oSl Azl psas Ja 10
Authentication for Login to the Website.? S samall Bauaze Agaal Jolye e oz

. d a

(]
11 Does the Entity Implement Protection ol dles &1 gudaty 2o gSndl izl psas Ja | 11
Mechanism for Exchanging Sensitive and SSL, =S558, alaiial Jte" Fuluell Slaglall

Personal Information such as secure channel
protocols: SSL, TLS, SSH, SFTP ...etc.?

. d O .

12 Does the Entity Implement Protection ool Glem a1 3ubaty 2esSxdl Azl psas Ja 12

Mechanism for Accessing and Storing Al e Hunbuedl Slaslall a3ty JI
Sensitive and Personal Information such as
9" e gl

."lapsg TLS, SSH, SFTP

encryption.?

. O O .

40

TRAallstpubanius



.;-lllml!llj_q.ﬁ-m

MARKETING
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o

Marketing

pla yol dmll g ASIY adgall Jladll Gagudll o

The effective marketing of the entity’'s website
is essential to ensure reaching the target Ly adslly Abucudl wlially szl Adyne olosal
audience and their usage of its infromation oA sl 555atly oy ciloslas e 85850
and services and to promote its e-presense .

The following Guidelines offer the entities a il Sl el g SRR S
set of essential practices and tools to market ~ Ladge Gagud (e ladelud Zeulul cliylosy Slga¥

its webstie

.‘“_,33}5]}”
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Marketing Guidelines — gsgudll slas

#

Guidelines

Has the entity developed a comprehensive
updated marketing and communications
plan for the website?

o G

Does the entity promote its registered
Arabic domain name (wl,lol .dgaJl aul) as one
of the electronic communication channel to
enhance the Arabic presence and identity
on the web?

e Hint: awareness can be by e-
banners, social media
announcement and any other tool

Does the entity use SEO (Search engine
optimization) process to get more traffic
and grabbing a top spot in most used
search engine?

Can the website be found easily using any
search engine by using the most important
keywords?

Does entity has newsletter/mailing
subscription service?

Does the entity offer an option to sign up
for RSS feed subscription

Does the entity use data analytics tools to
measure the website performance?

o G
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8 Does the entity website offer a rich media oo OSey el oSy e o ASIYl adsll gsixy Ja 8
section where press kits and entity assets Bamll LWl slolly Bpdmpall clalll Jio 45

can be downloaded? (media packs, logos, .
etc) (@) Bamiall SLLly Hpally Slybaadl) 6,53

9 Does the entity promote the website's Slsime @a¥ ozl dzsis e Y on Ja 9
. . . 5
content via its social media channels? Pl Jolsl By e o ASTY adsll Slonss
Sas o ASIYI as,Ladly

. O ) .

e Hint: twitter tweets, Facebook post Slisdle s st Slanal e zile imes @

or any others
lajpis. gy sl
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For Inquiries contact

Manal Khamis Al Afad slaadl e Jlie
Federal Website Evaluation Team Leader aalomi¥l Ao gSiall adlge purdd §apd

manal.alafad@tra.gov.ae : ¢ ASIYI sl

Email: manal.alafad@tra.gov.ae

04-2300139 )Jbb.a asla
Direct Phone: 04-2300139
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