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This Document 4aGgl! sa

This document presents a set of
guidelines that can be applied to
measure the quality of the government
websites and their level of compliance
with the best international pracitces
including Web Content Accessibility
Guidelines from W3C. These guidelines
are derived primarily from the
pertinent guidelines and manuals and
the rules and

compatible  with

regulations adopted in the
government entities of the United Arab
Emirates.

The document is subdivided into the
following: Domain and Hosting, Site
and User

Architecture Design,

Experience and Usability, Content,

Accessibility,  Digital  Participation,
Open Data, Security & Information

Protection and Marketing.
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Domain & Hosting

Domain and Hosting guidelines focus

on considerations that need to be SUCEE et ba il E IS ke

taken when registering domains for Bl slewly Glan Lad Ll Ll Cololl

government websites, hosting ;. <.y Tg ASTY)  adlsall  Aeasidl

conditions and locations and the
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: U3 ) ey 3l ol e ST :
more than one domain etc. 3 dl by Bl sl (oo AST 2929 s

TOLL FREE 800 12 Lasll @301 # FAX +9712 7772229 (SLs + ABU DHABI, UNITED ARAB EMIRATES 3.1l 2 palf cul jLe}l i pulosy] ¢ PO, BOX 26662 .. 0
www.tdra.gov.ae



dy05))l dogiallg crllnidl pyiil divs
TELECOMMUNICATIONS AND DIGITAL
GOVERNMENT REGULATORY AUTHORITY

TDRA

Domain & Hosting guidelines — adlaiu¥ly Uaidl yulas

Has the entity registered the three domains:
(.ae), (.gov.ae) and (.ulylel ) versions of the
domain both short and long and renewed it

?

o O

Hint; Long domain name is the FGE long
name i.e. telecommunication
regulatorytuthority.gov.ae while the short
name is the abbreviation of the name i.e
tra.gov.ae

oo (@hlal) g (gov.ae) g (ae) wlalas ezl cleaw Ja
Loz ey sadll 9 Joshall g ASTY Ladsn ()lsie

a.

Lol SelS addl qael sty oshall BlUaidl el 15,04

e Do all registered English domains
redirect to the primary .gov.ae
domain?

e L= Gl dumgs Bale] @i Jo @

§(.gov.ae) usi Il @lasdl J] 2w I
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Site Architecture & Design

There may be no right or wrong when it aJlz!l a4=lly aladl JSAIL ¥ 3las e

comes to the look and feel and the 2B s 58 Log e 5 b et (35S Y Lusy cpligall

aesthetic aspect of a website. But when it e 3l pesmilly S oy Losic Ll g
comes to design and architecture, usability

‘ J.AL:.LU J}:- 9=y ‘5..'\.”3 ﬁ\_\."ai.mY\ ZUW &JL@
must be taken into account in order to

2isll Gam o J2f oo L el cazy delss llligd

serve both customers’ expectations and

organizations objectives.These guidelines % kzstl -rlelaill Slalog duusll lal

help achieving this. bl Gada Gadzs § delud
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Site Architecture and Design guidelines — adsll psoiais 4ylors sulas

Guidelines

Does the website design comply
with the guidelines of the Federal
Visual Identity Guide having the
key sections mentioned:
Masthead, Navigation Options,
announcement section, Body,
footer, Federal logo ad entity logo
used in consistent places across
the website? And reflects the visual
identity of the government,
including the use of white as a
background to the content of the
website

Does the website in English and
Arabic include the Essential Links
placed in a clear visible section for
the website visitors?

Hint: essential Links include:
Home, Contact Us, Sitemap,
Language(s), Help and

Search/Advanced Search

"

Does the website contain "an
Emergency notice section” that

allow entity to share any
emergency notice  with its
customers in the emergency
situation?

Does the main menu of the
website contain links to the
following sections: Services, Open
Data and e-Participation?
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Does the global footer offer a
visible link to the Essential
Policies?

Hint: The essential Policies include
Accessibility, Copyright,
Disclaimer, Terms and Conditions
page, Citizen Charter and Privacy
Policy.

Does the global footer of the
website provide a shortcut of the
entity main contact number
details? (Direct Access Section)

Does the entity use a correct
Favicon for the site?

Does the "Contact Us" page offer
the Essential Contact Information
of the entity?

Hint: The Essential Contact
Information include Phone and Fax
numbers, email, P.O.Box, online
form and electronic map (e.g.
Google Maps) of the physical
address of the entity's head office
and other branches?

Does the entity website include
up-to-date Sitemap that offer links
to all pages in an easy-to-use
hierarchy?

Does the entity website provide a
Help or FAQ section? And does it
cover all the sections/topics of the
website?

Is the search/ advanced search
utility clearly located in the entire
site ? Is it an effective and user-
friendly? Does the website notify
users when multiple search
options exist?

Hint: Search engine on the site
must provide advanced search
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option which allows altering
results based on advanced search
criteria such as date or topic,
Google provides this capability

Does the website implement the
responsive design principle?
Definition:  Responsive  Web
Design offers the website visitors
optimal viewing and interaction
experience (e.g. easy reading and
navigation) across a wide range of
devices including desktop
computer monitors and mobile
phones.

Hint: it is a Site adjustment
method and widths automatically
to fit the device used by the
website user, whether a laptop or
smart phone or Tablet ie:

http://u.ae/

Are all pages of the site
appropriately lengthy? And In the
case of long pages, is the Content
List provided with links that lead
the user directly to the intended
content farther down the page?

Hint: Page length must fit its
purpose, as pages with heavy
content such as articles can be
long, while the pages that contain
links to other sites can be short.
And it would be best if the “List of
Content” acted as a sticky so
users can refer back to it easily,
rather than having to manually
scroll back to the top of the page
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User Experience & Usability

Websites should be easy to navigate, have
minimal load time, and provide visitors with
useful resources and information. With this, we
must guarantee an easy, predictable and
pleasant experience. We must first define the
users’ needs and expectations, then validate the
websites we have developed to check if we have
met those needs and expectations.

For more on the methodology of the user
experience, the user should use the Federal
User Experience Guide.

The following guidelines will help improving the

user experience.

by JBl alifs oSesy A 2Dke 93 adse 9o el 85l
padiadl Lol zlimy @l olslly Slaglally 13509 «(Saa
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# Guidelines Sl ol #

1 | Does the body of the website include 2l slus e Gg ASIYI adsll goimy Ja 1
breadcrumb trails? Which makes it easy b miiadl e s illy Sl

for the user to understand how to e s Y Jeoll i
access any page and navigate between | “* Jails S

the links on the site 2kl @835l 2Dlasll
2 Are the page structures and the lisse on Gulally alead¥l £9; Ja 2

location of all standard items consistent LgShg ool 236 Slay culmiall Sl
throughout the website?

SUSS adsll U5

3 Is the website browser-independent B350 Aun Sl Azl g ASIY 235l o 3
and cross-browser compatible? densy Waliell cusll Glxiaie ae
§lee adlazuly

4 Does the entity site include all Amiall 3 GoASIY) adsll cean Ja 4

necessary meta-tags on the homepage  , S ol Slmies syl
and all secondary internal pages? -7 S
meta ) Ay yaall bl aldei] 2 Sl
“At least the following 4 meta tags < (tages
should be maintained: Description, Title, = . L1 S e A ¥l Ll
Keywords, Robots,” ) )
4 Liall L:La.lﬁb Q__@LL:_” Sladle 4W5J‘

" sl
5 | Areall page titles (Title tag) in the Olsie) wlaall gilic WK uSa3 Ja 5
website representative of the actual 11 il adsll § (Title tag - wusl!

content of the page? and titles are

. . Lol i5a Senloegall
concise and easily understood? oSe Sl Lslis sy €

g Lo

6  Are all links in the website S o ASIY adsll 9 Lalg, NS 51l ey Ja - ©
visiblil/recotgrr:izable, a'nf d(;) tl;'ey ) olie pe Lulyll sia gz Jag
;(;rgr:chg/a(rjr:zgcs?approprla e destination S55smill il

7 | Is the back button functional in all Amigo ol Goims US § poiiadl (Saxy Ja 7

website pages and does it lead to the Liall wie bl Gonadl I 8ssadl o
proper back page or level? ' < (Bac) :}J e
t(Back) &5 B3)
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Does the website have a clickable
Homepage button across all pages?

Hint: the FGE logo is not enough

Has the government entity conducted
analysis or test to identify which
components are most used, and clearly
highlight the components on the entity
homepage?

. D

Hint: Entity can use Card sorting test
this method used to help design or
evaluate the information architecture of
a site. Participants organize topics into
categories that make sense to them and
they may also help you label these
groups. To conduct a card sort, you can
use actual cards, pieces of paper, or one
of several online card-sorting software
tools.

For more information visit the Federal
User Experience Guide or consult UX

team on ux@tra.gov.ae

Are the most important functions (such
as search announcements, important
initiatives) displayed in a prominent

location on the homepage?

Are images, graphics and icons used in

the website self-explanatory and

expressive of the correspondent

articles/content?

Ol § "yl Amisall” 53 a8l piny Ja
On padeiadl (Seny Cozm 2ol (0 35l
Samio gl (p0 Altdl ] B3gal

il U A Y Al et 3L

Sbasl g Slns AasSnll Al 2yl Ja
2hd gl lolsial ASY! oS 4,al
Axapll de lapden cwliy (Cnlolazl
33l sy Sy g AT adgall dus, I
S e e iucel!

O

38 o) dee A oSl 3l
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@ Ul uelud w8y o dadlly dalate
cnlBladl 3,8 ey Slegozll i dewd
ahd 5f laall SUlagl plikial oS,
woln Slosl o daadl e Busly ol Gogll

oY) e Sl ) 5,8

posiadl Lyt Jods e LY (sl
gol=i¥|

L= 3pd 8 e Hlatdl bl
ux@tra.gov.ae e adseiudl

Aomiall e el) bl S 31l e o
el pusradl sy Of 095 oo Lussy |
s e Balanadl GLI (g9tueld Yoo9
lhaldl qal el lyme" Jie olylsd!
&l
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Hint: Icons should always be paired with
their associated label to ensure users
know what to expect before clicking on
the CTA (Call-of-Action) i.e.: People of

determination functions

Does the entity site contain NO broken

links or empty/under construction
pages?
Does the website include a

progress/Loading bar for website
navigation? The download speed of
pages/site is considered

Hint: User should be informed all the
time what is going on the site during
navigation & quires. And download
pages should be taken into account so
that they do not take longer than
expected

Does the site have a meaningful and
helpful 404 error page that works from
any depth in the site with an error
reporting feature and?

Are all designs and styles used on the
website consistent with each other?

Does the website avoid clutter?

Hint: Excess and crowded component
and items on a page lead to a
degradation of performance when
trying to find certain information

Does the website provide sufficient clue
to clearly indicates to the user that an
item is clickable?

Hint: These indications must be
consistent across the site; its not enough

Boaalll o g, (35085 oo Lasls e 23, L)
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that a cursor (arrow) turn into a (hand)
as an indication that an item is clickable

Does the website indicate to users
when a link will move them to a
different location on the same page or
to a new page on a different Web site?

Hint: The user has the right to be
informed that he is about to leave the
site to an external site

i.e.: Add an alert that he about leaving
the page

Does the site enable enough contrast
between the dark text and the light ( or
white) background or graphic used as
background of the text are images been
modified enough for easy reading and
discrimination?

Are texts of the website using at least a
16-point font (e.g., typeface) on all Web
pages?

Hint: size of the screen should be
considered and the distances between
the text lines depending on the size of
the font chosen

In case of application forms, does the
website distinguish required and
optional data entry fields? Do forms
clearly define the requested data or
anticipate typical user errors & suggest
corrections? So that there is evidence of
the entry type such as examples or
illustrations or semantic images if
necessary

Does the search work intelligently,
covering all pages of the site and
explaining the order of the results
according to the appropriateness of the
search words added to the search?
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Hint: During the search services design
focus on the vocabulary and phrases
used by the clients of the government
in their search for information and
should not rely on literal words but can
find any similar word in addition to
adding hints and help to get the
results?

Have the usability team solicit usability
testing participants’' comments before,
during or after the performance of tasks
or any newly added functions?

. 0

Hint: That is, each page is designed, and
then subjecting them to realistic test
with users, as per UX methodology and
principles and then processing the
notes and errors, and retested until a
better level of usability and then applied
on the site

For UX

For more information visit the Federal
User Experience Guide

Does the website make it possible for
visitors to rate the content and submit
suggestions for new content?

Does the last update appear on the page
if the content is modified?
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Content is the most important part
of a Web site. If the content does not
provide the information needed by
users, the Web site will provide little
value no matter how easy it is to use
the site.

This section helps web content

specialists working on government

websites in the UAE improve their
work to provide consistent, easy to

understand and appealing content.
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Guidelines

Does the entity implement a fully
documented content management
workflow?

. 0

Is the Arabic page the main landing
page of the website?

When toggling between the Arabic
and English sites, does it go to the
same content and not to the home

page?

Are the Arabic and English language
versions of the website properly
segmented (i.e. no English in the
Arabic version and vice versa)?

Hint: Unless the source of the file in

English (example of a file from the
United Nations and other organizations
and houses of expertise, and specialized
policies specifications without

translation)

Dose the website implement lazy
loading whenever heavy content
provided. ?

Hint: As scrolling content loads

Does the entity offer a calendar or
listing of upcoming events and
participation activities with detailed
information?

Is the expected response time clearly
stated for all sections that involves
communication between the visitor
and the entity? e.g. in the Contact Us
section, Suggestion & Comments
section & Contact the Minister/
Director General Section.
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Does the entity have a banner or link
to the official federal government
portal “U.ae” accessible from every
page?

Does the entity website have a
careers or job opportunities section

with a channel to submit resumes?

Hint: If linked to the federal

employment system, there should be
a landing page for the employer to
guide the job seeker to the federal

employment system.

Does the website contain a page
dedicated to showcase the most
important initiatives in order to
spread the knowledge and culture of
impressive ideas in the UAE to
enhance the competitiveness of the
country and entity as a leader? The
page shall contain an overview of the
initiative and any media materials
such as (video or video link on an
external site such as YouTube,
presentation or PDF document and
others)
Hints: Federal Website Practice
e  Ministry of Human Resources and
Emiratizations website
e Higher Colleges of Technology
e  Ministry of Community
Development

Does the website offer a
comprehensive description of the
entity services in a Service Card style?

Does the website have an Archive
section for laws, policies, documents,
events, etc. that is accessible from all
pages?
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Are ambiguous words defined and

abbreviations given expansions?

Hint: view Practice of

Telecommunication and  Digital

regulatory Authority click here

Is the content on the website
genuine? (no copy/paste without
attributing the source)

Does the website have an updated
glossary for terms and abbreviations
used within the content to make it
clear and understandable?

Do the content team from time to
time check for broken links (either
manually or using a software)?

. O

Hint: The document might be a plan,
or a record of previous sessions
where test safety links on site)

Is there online evidence that the
Entity provides services in
partnership with third parties?

Hint: The entity can develop content
for partnerships with third parties
that promote the concept of Public-
private partnership (PPP)

Practices on Federal Websites:

e  Ministry of Climate Change
and Environment

e  Ministry of Justice

e Ministry of Community
Development
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Did the entity incorporate and
activate the SDGs BUZZ into their
website? And create a special page
reflecting entity efforts and linked it
with SDGs goals, where each entity
has to document their success
stories in terms of initiatives/public
consultations/events/etc.

Hint: This will cover having direct
link to the UAE SDGs website and
activate the SDGBuzz component,
this will reflect the stamp level for
each entity

Federal website practices:
e Ministry of Interior

e  Ministry of Community
Developments

e Ministry of Health and
community Prevention

e Higher Colleges of
Technology

Does the entity update the content
on the UAE's official website U.ae?

. O

Hint: Entity should cooperate with
the official portal team of the country
to review and update the content of
the entity wherever it is found on
U.ae. and contact the content team
who responding about the portal
through2c0ntent‘team@tra.gov‘ae

According to the duties of the Digital
participation Coordinator in criteria #
4
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Accessibility

A website is fundamentally designed to work for
all people, whatever their hardware, software,
language, culture, location, or physical or mental
ability. When the Web meets this goal, it is
accessible to people with a diverse range of
hearing, movement, sight, and cognitive ability.

Where WCAGO.2 AAA level is the desiered levels
that should reached To determine if FGE web

content meets accessibility guidelines Web

Accessibility Evaluation Tools can be used

Source: World Wide Web Consortium (W3C)
Web Content Accessibility Guidelines (WCAG)
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Accessiblity Guidelines — Jgogl! g mlas

# Guidelines bl #

1 Does the website include alternative texts (Alt-Text) | sgixs gly JSI ol pail] Apuals adsll Jo5y Ja 1
for any and all non-text content such as images,
buttons, infographics, icons, multimedia etc , that
clearly describe it and make it screen readable by

sgadly Gy el (a8l 8 S92 g0 sl Al
Liluglly clsadly clalmi¥l wels (S

text to speech tool ? o Leehal sl Sy Landd lansy Bauadl

2 Do all audio and video files have descriptive  ogewmi JS& e 2,y dnawadl Slalll Jég5 Ja 2
captions to assist those with hearing and visual $ praelly posell ool 552kl 7,45
problems? )

3 Is line spacing at least (e.g: 1.5 within paragraphs), 1.5 Jle)yeawdl oo 38K clilue amgs Ja 3
and the space between paragraphs spacing at least clyaall o delall @8laey (bl oar 2Lal!

3?
$3J Wglus J3Y e

4 Links, component and items format/shape should  .ic paz of camy Ll ALY cligSllg baylg Jl S 4
change when approached by cursor? $ 4500 LSl

Hint: Perhaps changing a line appears under the Comi sy bs e Blie paall (oS0 Le, DL

text, or change the font size etc. &l sl gz § 35 ol paidl

5 | Does the Entity website provide AAA accessibility o> S Ulad Bye Gig ATV adoll Hd5y o 5
feature that is working efficiently? Hn il s U « (AAA) SN clgiadly Ll
Sudag Jlad JSCan e
Hint: as a text option or, if an image is used, alt ) o C 5 LA
text should be provided = hygie S Il ol pms S e 1 00
Aol Jyy s elllia 5555 o

6 Do that foreground and background color dualsedl auglll S LaSHll les o B Hu8 dad 6
combinations provide sufficient contrast when JE e o0 I Galags e Loy cauelll

viewed by someone having color deficits or when T el LML ) o "
viewed on a black and white screen? oandl Geglll AL de Ledye ic ) pagiatlly
S.)}.mab

7 Does the website have a software to read texts and | ogmilly Logsaill 5:1,3 2lSa) adsll S8y Ja 7

alternative text for visually impaired people? And Ll oSess I bl ol 50 cissalls 2
the ability to read texts for people with hearing ) - . ) L e . - " )
impairments (Deaf) T aaaudl LYl 593 poled M Lgel,8
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8 Is all functionality available from a keyboard? Saslall a>g) e 8,800 Soliall casllssll S Ja 8
Hint: All functionality that is available by mouse is &b o Blall d5,353ll casllagll pyaz A>5) 15,14
also available by keyboard i.e. back, scroll etc & 8agally  pgusdl Jie i Sl mslall as4)

Best Practice applied for Accessibility Function ona = 9=l Syeum (e 4laall dlan Jundl (o MW

government website: 1095 Gig AN adge e Addas
Accessibility function — Dubai Land website- Dubai — g @M 8505 - Jguogll Apals @
government 25 RasS
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o8 Jl as,Ladl
Digital Participation

Digital participation is the active trend Lkl § o till slx¥l duad | AS,LALI ot

in the digital society through the use
Sloslall LrslyiSs alazzal S5 oo 3,1
of modern information and .

communication technology (ICT). This s e R () el S0

participation includes not only access Ul Jodd i ¢ coumd oyl I Jowosll

to the Internet, but also various Jelisy ol e @ormlly closil Cales

services, online content and the )
AogSxll ae sgazel!

interaction of the public with the

government
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Digital Participation Guidelines — a3 J1 as;Ladl ulas

Guidelines

Is there a dedicated “Digital
Participation” page on the entity's
website that enable audience to
Participate and collaborate with the
entity, and contains details about its e-

Participation activities?

Does the Digital Participation page offer
the "Digital Participation Policy\Charter”
and “Moderation Policy” for the website
visitors as per the “Digital Participation
and Social Media Guidelines for Federal

Entities?

Does the entity have an annual plan for
Digital?

[ ]
Hint: Government entity can use the
Microsoft's Programs or others
templates to set for one year Plan
include (the posts for blogs,
consultation’s titles)
Does the entity have a Digital
Participation champion whose role is to
implement pertinent initiatives and
spreading Digital Participation culture in
the entity?

. U

Hint: The Digital Participation
Coordinator is the person responsible
for implementing the Digital
participation plan, coordinating with the
national team to doing the following:
1- Follow up the consultations and
blogs and all content which
Digital
participation through Sharik.ae

related about
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5 | Does the entity publish the results or Sl mlud cdllxs ol Slazls adsll 89 Ja 5

summary of public participation Loty bl o ol SleMaral & cxlelasl
feedback and polls? ' = :

6 Have there been any “e-Consultation Shsddl (aye @ Al da bl Al das Ja 6

pract!ce"& e—Dgcmon Making . o0 Bl Bphll soige) pasans @lls speazl
practice” regarding any of the entity’s

services or policies in the past 12 Slets BILDL o o203 S (L1 SLsl-dg-idl
months? Have those practices clearly GLall pud § Lasass dxio e Sluliw ol
presented in the entity website under e

e-participation section? o G e ‘
8y9-diall 8,88l :5yg-dd e
e Subject: the first paragraph of &2 &2 g bl O

the consultation which include #9559 4148l 3Ll a5kl e o 2,8
the brief about the subject and = S > 4 Lol cloglall e

provide all information about it, ALl e 9]

which encourage the audience

to participate @ sl 5aall gedpll o0 Sudl e
e Target / Goals: the second A G Blaa¥l aer LUS (29 594l

part of the consultation is the oseerll 858l sda 7yl § Al L]

gov entity must highlight the )
goals of this consultation. S Bl eI Sl o

e e-Decision Making the last Bl LLS LI (e o Sygadl (e 351

part of consultation, where the - 152 .11, Al i ey e Byl
entity give their audience the

Y give fera 8 331§ bls S Reall) 25K)
opportunity to directly -
contribute in the decision Lo Aol of 2ot Sy

making about services or
policies

7 Does the entity wupload their . s050) e Goims Shodn ndsm Azl pgis 7
Consultations as Digital participation Aabgll Bledl e Bued )l ALl Jlne 3 (Regie
practices on the national portal for i
Digital participation (Sharik.ae) with
“minimum 6 Consultations in a Year"? Shygdeall Hlall 3l Dol yse mussd e SAwdl

Slyadis 6 (Jof um=€" (@lylel.clyla) 2iad ) A8 Lael

ALl
Hint: the total of the consultations in a
year 6 include (Future consultations, )
Current consultations, Past Big-den 6 Biwll 3 Dolyg ) poazme (55 S 13)L2)
consultations) Al tun Slygdne Adylu Olygde Al Slygdue) Lo

https://u.ae/en/participate/consultation & bysaldl @l e S (315l plasiel pgis e
S Eloazdl o Jeadl ST Cues
https://u.ae/ar-

AE/participate/consultations
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Does the government entity blog
include at least one monthly post from
the minister, the undersecretary of the
ministry or the director general?

Hint: Provide 4 blogs per year at a
minimum

Does the entity promote its
participation in Digital Participation’s
Field?

Hint: Where topics are advertised for
consultation or Digital participation’s
Field

Is the Digital Participation section on
the entity’s website Electronic
connection with the central Sharik.ae?

Does the entity allow anonymous public
participation  without forcing the
participant to register first?

(e.g. contact us form and other contact
forms)

Labsll Tgall e ApesSadl Al g5 Ja
oo Y1 e i p, K Bty disgass blel ells
Spladl Lkl 5l 850511 JS ol 3ol

1 aS Bl M5 lige 4 pdgs bl

Jlre & LSlhe aver Gugad e Al Jond Ja
S Zuad,J AS,Lall

5 @ amalall e Gagudlly A oy S 18,Lk)
e, S LAL Lo 9l 3,LALal Loyl

Ll bogs e Azl adgn (e Auad JI AS;Ladl od Ja
Selylal.lyLa Aol 25, LALI

Ll Amaal Jsumpll Dgazmll Al i Ja
s paseiad ) o 13] 9o Baladlly 4S,5Ladls Ay ASTYI
S duzad!l / sl Juo gl ilily o dosol

(63 oyl ilmdimg <Ly Juas| Amdim 1 JLia)
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OPEN/DATA
o

gl bl
Open Data

Open government data promotes Alaall 3 Amgrall AuegSall UL

transparency, accountability and value
LU s e g dagall 3lsg Ueludly
creation by making government data

. . . . saley 5l ¢ "l;,lsLu_Il
available to all with no restriction for °°-°F %2 &' 093 &2 e -

its re-use. Public organizations dese SleS 7 A SRl Dbl Lealasiul

produce and commission huge i Jds e 5 .cleglally SUL e
quantities of data and information. By

Slucwdll muat b ol Glldl cilegozs
making their datasets available, public

R b lsll alel Agguag udlas HST Aalall
institutions become more transparent

and accountable to citizens. Sl clegams plusinl amdd M (0

By encouraging the use, reuse and free =Ll (16 « Blaes Lasisis Lalasiul Balels

distribution of datasets, governments 55l cloilly JLacHl puglas 5385 AgagSal

promote business creation and

oblsll e S5 gl

innovative, citizen-centric services.
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Open Data Guidelines—a>guall bl plas

Guidelines

Is there a dedicated "Open Data”
page on the entity’'s website for
sharing these data with the public?
Does the published data cover the
core domain of the entity?

Does the entity publish data in open
machine-readable format or Not
machine-readable (PDF, scanned
files, etc.) , with no access restriction
(e.g. the need to register)?

Hint: Entity should follow National
Smart Data Standards One of KPI7
project- Data classification section

Does the Open Data page offer a
clear data access and usage policy
for the public to enable them use
the data?

Hint: UAE open data license as per
sample document in the NSDS

Does the Open Data page offer user
statistics and data ( e.g: number of
users using their services, number of
visitors, etc) provided in an open
data format such as spreadsheets,
CSV, or xml files)?

Practices on Federal Websites:

e Ministry of Education

Is the open data page providing a
counter to illustrate the total
number of files in the page

ol

Ao Gig ATV Ladga e Lzl pasmss Ja
2y § ssazld Sl Led 5805 2> grall bl
S oty ]l Llas Jlma 8y5- il Sldl Jais

Tiad Aogiin Bigar bl pid o Ja
cilils oICSV clale o J2e) 2091 Axllaall
> guall lalll . PDF) LT8¢ 9,30 pé of (xml
Oetieiall S aied @lse o (&)« Lises

(ol £ L] 559, 1) L] dyamsl 50

LS Sbll ulal poa ) 2zl e 13yl
Sbildl Cagas Jad —pabad) Jiasll Gl

Las, e dograll bl And o Gz Ja
La.o).v Cnoeiud | mies G Ao gzall bl

Sebiled! plaseinl; Wades Ll
ahledl s § Ao guall wliled! Lasy :5,L4)

e gl bl Axdp Gouxs Ja
sde) Jie gredsiadl e alilsy olslbas)
193 0ls S I/a50 AT lotil) o inione
Jsluz) Jie d>giie liln $yg4m dedde (&)
S(xml &slale of CSV of cliled!
oLty adlekl e 2adas ciluglos

peladlly 2l @

dmiie 3 Adleal el sue (oye pi Jo
i grall bl
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6 Is the data is understandable and
reusable for both users and
machines (e.g. by using metadata
descriptions, common standards,
and APlIs).

Practices on Federal Websites:

Ministry Of Interior
Ministry Of Human
Resources and
Emiratizations
Ministry Of Justices
Ministry Of Education

7 Does users have the ability to rate
the dataset and provide feedback

Practices on Federal Websites:

Ministry of Interior
TDRA
Higher Colleges of

Technology
e Ministry of Community
Development

Does entity provide visualization for
some of the data provided ?

Hint: Data visualization is the
presentation of quantitative
information in a graphical form. In
other words, data visualizations turn
large and small datasets into visuals
that are easier for the human brain to
understand and process.
Practices on Federal Websites:

e Ministry of Interior

e Ministry of human resources

& Emiratizations

e Higher colleges of

Technology

e Ministry of Finance

ST s 5aLeY 3Ly Aog i Ll Ja
JEl e de) aM¥¥ly easeiadl (oo
sulally 2aimgll Sl Blgl alusraly
(olaedall domays ol l99 Aailad!
Aualas¥ pdlsll e Aadan Slulas
sl @
Otbosilly &ddl 3)lsll B)l59 - @
Jaallgyliy @

peaddlg il 5yl @

edats olledl Acgames udl Asls Ja
§ oy miaell 3oL Cale JSI cllasUL|
sl adloll e dadae iliylon
szl @
LaSally clayl odan A @

EWER

Lallapadl olls o

il LaisBylyy @
el e Gpspend ey Rexll g5 a
Stmaall e 2oLl
LSl Sloglall (oye ga UL youms:8,La]
Slgias Ol (63T Blaass L aguny S8 @
At abldl clegame Jemi oLl
Sbtdl Fladdl e sy Dgee ] Bpsally
Lazllasy Lagd
Agalai¥l pdlsll e dadas cilslen

Llsllllsly

ool Tyl Slskl Byl @

Ll apadll olls @

Uizl @
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Does entity Providing data bulk
download option?

Hint: Bulk data refers to putting all
static data into a file or set of files,
so that all of the data can be
acquired with downloads.

Practices on Federal Websites:
e Ministry of Community
Development
e Ministry of Interior
e Ministry of Education

Can the public propose/request new
open datasets be made available on
the entity Open Data page?

The availability of entity open data
on the open data national portal
(Bayanat.ae) with “minimum 3 data
set in a year"?

Hint: The Federal Entity should
provide the National Portal team
with a minimum of 3 Datasets of raw
data per year in line with the open
data model used on the portal,
which must be applied to their
portal.as well

Does the data on the open data
page contain up-to-date data and
not just for previous years?

Through the Open Data page, has
the entity indicated the availability
of its open data sets on the national
data platform?

Hint: The entity promotes the use of
its data on the National website and

bl Jeeses Aals pdon &l cwld Ja
Sdaazll

o> oy Jl Azl clilddl ads o5yLa)
oo Asgame ol cale 3 Aslas¥l ol
bl par e Jgiamdl (Say Sy clalll
Jeemddl M5 (00
gl adloll e dadas cibuyles

poizmll LaisByliy @

adsiudissly @

pedadlg 4nl 850 @

Myi cdby/mia o sl oS Ja

¢ 4zl d>grall bl
Lledl e ezl d>grall Slldl J845 cun
=S (ohlel.lily) dsgrall ebiladd duls gl

S-«‘al.sd‘ Q ‘Al_"z-.” bl Sldedme 3 .f.')i

dos @b dagi Al Al e :55LA)
Sligama 3 soe ol dms Aabgll dledl
bl 73505 a0 sibews aladl 3 alidl wliledd
o) s @l Bl e ausraldl dsg2all

Al Algs e Bebay

d>grall GLLdl dxao 3 ULl gga=s Ja
baaedali olgiad cowd g 0> obily e

)

bl Amapw W 0 4 cwls o
e Bongrill Lol 355 1 SLAYL Ampail
Lemine I 5,La¥ls Snbilud) bl 2mill
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the promotion of the national
website through the development of
an electronic link to their data page
on the national data website

bayanat.ae

Best Practice applied for Accessibility
Function on a government website:

Ministry of Interior — Ministry of Human

Resource & Emiratization — Ministry of

Community Development — Ministry of
Education — Higher Colleges of Technology

e Ly plasial jupan 4zl pgds el
229 IS (e Ugudl 285l g Allg gl 2850
gl adse e Azl dxial oA Lyl
bayanat.ae <Ll
Sl @ dadall cilulall Jadl (e e
92dl Ggius e Aol
45 B39~ cnbogtlly Addl o151 85150— Als1dl 3159
Lot Aaall aldS— eulasdly 40 A1 85 135-parzl|
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Security & Information protection

Government entities have to ensure <lsl2¥l 2 sSadl &zl pgas ol $r9mall (e
the security of the website and the %9 GoATE adsll ool pless 2l (o 2aU)

1 H 2 . 8¢5 aJldl o | = 9 o 2%
protectin of its information. The S ksl e (0 diesaly

Lol o pluall bl Lewlad sue Ll

followign Guidelines offer the essential

practices in this matter.
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Security and Information Protection Guidelines — &ilsglal| Llas>g ool las

# Guidelines bl #
1 ' Does the entity have a backup /or s of Ablasl dhs Sl 4zl gl Ja |
redundancy plan for its website? S i ASIY! Ladsl 6515k
° G G [ ]

2 |s the Entity certified for okt e Aol> Al Jo - 2

Information Security (ISO27001) and

s, s( 1S027001) “cleslall cyol”
Service Management (ISO 20000)? Blal’ s ) olall (e

$(1SO 20000) "= Lowsel!
° G G L

3 Doesthe Entity regularly Conduct LoLas sty 4390 Ldymy Ape oS! All 255 S 3

Penetration Testing and. Vulnerability Se ol ol aill aaS JLas slaly canall
Assessment for the Website? (such as: ‘T N ,«s}zn s
¢( Trustae: J& ‘_,35 ST 590

Trustae)
Hint: conducting test through Trustae | & plas I (e o9l pamall elyl :5,L4)
for aeCERT registered entities bzl ()lshat gbogll 3uyall ae Uzl | ilezll
J¥
4 Doesthe Entity Implement Protection Llo> 21 Gadats Aua oSl Azl a9as Ja 4
Mechanism for Exchanging Sensitive and sl Ja" Bl loglall ol

Personal Information such as secure el I8 S R e e
channel protocols: SSL, TLS, SSH, SFTP Lanss SSLTLS, SSH, SFTP <S55,

.etc.? G .
o G
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Gosll

o

Marketing

The effective marketing of the entity’'s ala al Zmll i ASIY adgell JWadll Gugudll o
website is essential to ensure reaching the e »

Ly adslly Bbugudl wlially Heamdl Adpne (losal
target audience and their usage of its

infromation and services and to promote

its e-presense . The following Guidelines 193 B gSall Al il st 2N el

offer the entities a set of essential practices Lasse Gswi e ladelud Twlal oluleay

and tools to market its webstie

ijjﬁ}’\
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Guidelines

Does the entity promote its
registered Arabic domain name
(hlol .dg=Jl awl) on their website
as one of the electronic
communication channel to
enhance the Arabic presence and
identity on the web?

. 0

Hint: awareness can be by e-
banners, social media
announcement and any other tool

Can the website be found easily
using any search engine by using
the most important keywords?
Does it use SEO (Search engine
optimization) process to get more
traffic and grabbing a top spot in
most used search engine?

Does entity has newsletter/mailing
subscription service in clear and

visual place?

Does the website provide links for
downloading all applications
owned by the entity on the most
important platforms (Android, |OS,
etc.)?

Does the entity use data analytics
tools to measure the website
performance?

. 0

Does the entity website offer a rich
media section where press kits and
entity assets can be downloaded?
(media packs, logos, etc.)

cileall

ol cassaly e Pl Al psas
o) Al el gl Gladl el
9 A ol 58 an S L (Slybol el
Lolly gzl susarl Go IV Leadse e
Sl Al e 4 5all

G [}
szl ¥ I dew e 3l S 33,14
Halgidl clgidy de AN wlaalll alusrul
isyail] Bylalls Slgo¥l e Lapts £lazaYl

S0 pe g pdsll e stall (Say Ja
Samliall chlially Sl alasialy Sy
e e demdl blas deade @ pbay Jay
Codl Sz &g P 0 At ) Eim !

§ Azl g ASTYI adsll 4]

e sl Azll ig SV pdsll Ggins a
dileodl ol alulydl @sled 3 AN dans
Salas b oK G4,

Lyloyl GoASTY Ladon @ A=l 495 Ja
ol de clidhdll W6 lems Lolxll
LSLles 31 ( Lages 10S 5 sugyil ) cboail

S 2z

lds cilgal Sl &l pnsiud o
S 9 ASIY a8l elol yulial

ad .

oS ] o) (e o ASTY adsll Goroms Ja
LYl olglly Ludmsall clalll Sy I e
clillly sesally clladd) Tgys¥ Al
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Qs

9 Are the optional services available | 5,852l1 &,Las¥l cleasdl e canyadll @z Ja
@ on the site as (elderly services, el SUS Sleus) skl de Al @ @
« | mobile services and other services) ) i R -

(wloasel oo lape g dlawall ooz

Practices on Federal Websites:
e Ministry of Interior Aslai¥l Bl e Abas Sligles
e  Ministry of Justice izl LS Byl3 @

Lslisyly @
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For Inquiries contact
Digital Gov KPI Enabler Team A, | AagSindl LS Buyd

Email: mgovet@tra.gov.ae

mgovet@tra.gov.ae : g ASIYI ol
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