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TOGETHER LET'S MAKE UAE BETTER USE OF INTERNET

Under the patronage of
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VISION

This team will be at the forefront of all reliable teams that coordinate
activities to combat cybercrime in the region.

MISSION

To sustain a resilient and vigilant ICT infrastructure against a broader set
of cyber security threats.

To build a secure and safe cyber culture in the United Arab Emirates.

GOALS

+ Enhance the cyber security law and assist in the creation of new laws

+ Enhance information security awareness across the UAE

+ Build national expertise in information security, incident management
and computer forensics

* Provide a central trusted point of contact for cyber security incident
reporting in the UAE

+ Establish a national center to disseminate information about threats,
vulnerabilities, and cyber security incidents

* Foster the establishment of and provide assistance to sector-based
Computer Security Incidents Response Teams (CSIRTs)

+ Coordinate with domestic and international CSIRTs and related
organizations

+ Become an active member of recognized security organizations
and forums
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SOCIAL MEDIA

Wigt's Jour

Most of you use social media channels to communicate with your family
and friends, but do you think that these channels are secure? To help

you protect yourself and be safe online, Salim will be your cyber security
advisor. Salim is an animated character developed by the Computer

Emergency Response Team aeCERT; his mission is to protect your from r.\
online crimes and spread a safe cyber culture with these easy-to-use tips. ”
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THINGS YOU NEED TO KNOW

e Do not give out personal information like your
name and phone number to strangers

Use a strong passcode for your mobile and enable
Auto-Lock

Do not accept or download files sent by strangers
Do not click on links sent by strangers

Do not put personal information like pictures
and your address on your profile
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Do not share your passwords with anyone




MOBILE SECURITY

Ahmed was connecting with his friends through social media channels at
the mall. His friend shared with him a link for an exciting game. He clicked
the link and purchased the game. Suddenly, his father received an SMS from
his bank that an outrageous amount was withdrawn.

THINGS YOU SHOULD BE MINDFUL OF
e Update your mobile applications regularly
Never use public Wi-Fi to access your personal
b' or financial information such as online banking,

online shopping etc

G Always review an application permission request
before installing an application

Never leave your mobile device unattended,
especially in public




INFORMATION PROTECTION

Ahmed was surfing the internet searching for games during the weekend.
He found an amazing yet unreliable website; he got so excited that he
downloaded all the games. Suddenly his computer got damaged by a virus.

THINGS YOU SHOULD BE MINDFUL OF

o Always follow your parents’ rules for using the
internet

INSTALL ANTIVIRUS

Do not upload photos of your family or friends

b
on the internet
G Ask your parents to install antivirus programs S ‘
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d Do not download any games unless your parents’ 5 ( \
approve of it ! "
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° Do not fill out online forms unless your parents’
approve of it

f Do not surf the internet for a long time




EMAIL

Do not send emails with your pictures
to strangers

Scan email attachments for potential viruses
before opening them

Do not open attachments sent to you from
strangers

Do not click on links sent to you through email
by strangers
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GENERALTIPS

TELL YOUR PARENTS IMMEDIATELY IF:

o You see or read anything on the internet that makes you
feel uncomfortable

If any of your internet friends ask to see you or meet you
in public

Do not give out personal information, such as your last
o name, phone number, address, where you go to play, or
which school you go to without your parents’ approval

Not everything you see or read online is true. Ask your
parents to explain in details, to make things clearer for you
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