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Introduction

Pursuant to the Definition of UAE Trusted List “a list prepared and published by TDRA,
identifying TSPs, QTSPs, their services and Data relating thereto. It also checks the status of
a License, and the extent of compliance with this Decree-Law, Executive Order, and the
decisions issued by TDRA in implementation thereof;”

And in reference to Article 34(1) and Article 34(3) of the Executive Regulation No. (28) of
2023, the Telecommunications and Digital Government Regulatory Authority (TDRA) makes
available to the public, through a secure channel to an authenticated web server, the UAE
trusted list (TL), in a signed or sealed XML machine-processable form suitable for automated
processing in compliance with the specifications pursuant to the “Resolution No. (54) of 2023
on the technical specifications and formats relating to the United Arab Emirates trusted list”.

The authenticity and integrity of the UAE TL shall be verified by relying parties prior to any
use.

The present publication details below where this UAE TL is made available (hereafter the ‘UAE
TL location’) and which certificates support the signing/sealing of the UAE TL (hereafter the
‘UAE TL-signing certificates’). Further details on the mechanism in Section 2 can be found at
https://uaetl.trustservices.gov.ae/tools/uaetl/pivot-uaetl-explanation.htmil.

1. Initial state at the date of publication of the present document
At the date of publication of the present document, the following applies:

—The UAE TL location is the following URL: https://uri.trustservices.gov.ae/uae-trusted-
listt UAE-TL.xml.

—The authenticity and integrity of the UAE TL are ensured through an electronic signature (or
electronic seal when applicable) supported by one of the UAE TL-signing certificates
represented in PEM format (‘Privacy-Enhanced Mail’ file format) in the Annex, and that can
be authenticated using the following digest information:

1 Digest values for the first certificate:

SHA-256 digest (hexadecimal) value:
797ed27508a6fc1d8afdc2ff28978128614ac880ef72766ed5da317ef4d488e2

SHA-1 digest (hexadecimal) value:
5a0d365e3a699bbf4914665eb64ffb3caa34173e

SHA-256 digest (Base64) value:

----- BEGIN CERTIFICATE-----
Nzk3ZWQyNzUwOGE2ZmMxZDhhZmRjMmZmMjg5NzgxMjg2MTRhYzg4MGVmNzI3
NjzI

ZDVKYTMxN2VmNGQOODhIMg==

SHA-1 digest (Base64) value:
----- BEGIN CERTIFICATE-----
NWEwWZDM2NWUzYTY50WJiZjQ5MTQ2NjVIYjY0ZmZiIM2NhYTMOMTczZQ==


https://uaetl.trustservices.gov.ae/tools/uaetl/pivot-uaetl-explanation.html
https://uri.trustservices.gov.ae/uae-trusted-list/UAE-TL.xml
https://uri.trustservices.gov.ae/uae-trusted-list/UAE-TL.xml

2 Digest values for the second certificate:

SHA-256 digest (hexadecimal) value:
4e21ab2b377f44944bab6b36913abf11f2432bce65996373977222364782aacf

SHA-1 digest (hexadecimal) value:
fOfd6e4cee0d22976ad3d729158de4bfod2d1fcO

SHA-256 digest (Base64) value:

----- BEGIN CERTIFICATE-----
NGUyMWFiMmIzNzdmNDQ5NDRIiYWI2YjM20TEzYWJmMTFmMjQzMmJjZTY10Tk2
Mzcz

OTc3MjlyMzYONzgyYWFjZg==

----- END CERTIFICATE-----

SHA-1 digest (Base64) value:

----- BEGIN CERTIFICATE-----
ZjBmZDZINGNIZTBkM;jl5NzZhZDNKNzI5MTU4ZGUOYmY5ZDJKMWZjMA==
----- END CERTIFICATE-----

2. Future change(s) of the UAE TL location or UAE TL-signing
certificates

2.1. Introduction
From the date of publication of the present information, the UAE TL shall include:

— The UAE TL location together with the PEM representation of the UAE TL-signing
certificates as provided in the Annex.

— As the first part of the information regarding the underlying scheme (i.e. the
‘<SchemelnformationURI>’), in reverse chronological order — that is, showing the
most recent publication first — the list of:

o zero or more URLs where the archived preceding pivot UAE TLs are
published, back until and followed by

o the URL of the latest relevant publication in the Official Gazette of the UAE
related to the UAE TL.

2.2. Standard procedure

A future change to the UAE TL location or the UAE TL-signing certificates shall be reflected
in the publication of a new instance of the UAE TL which will include a new UAE TL location
or a modified set of UAE TL-signing certificates for relying parties to use when authenticating
the UAE TL. Such a new instance of the UAE TL announcing a new UAE TL location or UAE
TL-signing certificates is hereafter referred to as a ‘pivot UAE TL', as it represents a pivot
point in the historical values of the UAE TL location and the UAE TL-signing certificates. A
pivot UAE TL can announce a change in the UAE TL location, a change of the UAE TL-
signing certificates, or both.



Starting at the date of issuance of a pivot UAE TL in which this new information is first
published, the UAE TL location and UAE TL-signing certificates may be used by relying
parties to locate and authenticate the UAE TL in replacement of the formerly issued UAE TL
location and UAE TL-signing certificates. The TDRA will also ensure that the formerly issued
UAE TL location and UAE TL-signing certificates can still be used to locate and authenticate
the UAE TL until 15 days after the issuance of the pivot UAE TL announcing the new UAE TL
location or UAE TL-signing certificates. This provides a transition period for relying parties to
consume the new information at their most convenient time within this period.

2.3. Exceptional procedure

As an alternative to the mechanism explained in section ‘2.2. Standard procedure’, a new
publication in the Official Gazette of the UAE by the TDRA may however abruptly change the
UAE TL location, the UAE TL-signing certificates, or the duration of the transition period, for
instance as a temporary response to an emergency situation requiring the immediate
replacement of all UAE TL-signing certificates.

Publication

This decision shall be effective from the date of its issuance and shall be published in the
Official Gazette.



Annex (I)

PEM representation of UAE TL-signing certificates used for
ensuring authenticity and integrity of the UAE TL

1. First certificate:

MIIErDCCAxSgAwIBAgIlle10B2MO/ZxIwDQY JKoZIhveNAQELBQAwWbDFHMEUGA1UE
Cgw+VGVsZWNvbW11bmljYXRpb25zIGFuZCBEaWdpdGFsIEdvdmVybm1lbnQgUmVn
dWxhdG9yeSBBdXRob3JpdHkxCzAJBgNVBAYTAKFFMRQwWEgYDVQQDDAtUTCBTaW
du
ZXIgMTAeFWOyNDAXMTEwODA3NDNaFw0yNzAXxXMTEwODA3NDNaMGwxRzBFBgNVB
AoM

PIRIbGVjb21tdW5pY2F0aW9ucyBhbmQgRGInaXRhbCBHb3ZIcm5tZWS0IFJIZ3Vs
YXRvenkgQXV0aG9yaXR5MQswCQYDVQQGEwWJBRTEUMBIGATUEAwWWLVEwgUZ2Inb
mVy
IDEwggGiIMAOGCSqGSIb3DQEBAQUAA4IBjwAwggGKAoIBgQDPxZ6t/10FQmQq35sry
EKBDvbFE5QMbnVA2VcZy1vt+xxawjyCI8BXfhKGAE81RMMRVEWreQTpWRLpyTkHCS
1tdYEgJOFV6N4rIH78LBQbNEaUrOWZWTXn0b3EeyokSJoZp104PsuPTzR+SpcX8A
7slcUWjGJhiHAjM20R9Dhd+9bghsto5thJfibe OAA/7NholgZ1dWOqgnyiqgagDRTc
st/t2L1U/XhdOXiNZE+v4ySVj1xI9T6E9DXLN4OAew!|7FOLs6FKHXRuVICI7ICgP
6WO0Zi3GofeDur+nTkc+dPPC1K773Snxm2GZ3ZMuSyxw7A304BiCTeqCNwOrSTFih
Vx7wt5BEBY2AJEqp9SAIHJ41L90/7fAgnaTp1Cf/a8/mXRY XaJjdy1+GVTAHEObO
FtS6U/tzPaQ3XctOHNdahDOqjq8AkHffYNRQ7VAFiIC5dLONEyqfWM4oDcYVFqIAM
f1iISYSEXA6snZb0xnC4+0OQB5MjOdIEZ47pTiPwfGxVrZfLBCAWEAAaNSMFAwWDAYD
VROTAQH/BAIWADAOBgNVHQ8BAfSEBAMCBsAWHQYDVROOBBYEFJONug6B5bvKi/7
k
zgAWwdyB5500MBEGA1UdJQQKMAgGBgQAKTcDADANBgkghkiGOWOBAQsSFAAOCAY
EA

cB40EYTsQG1Ts5uW1ejydsY+mDvb9GhSdyzDT8/9uKcpXxzYzHp5SE2nNRdzvxhjh
AMGvbjudoj6MdcmRhTyzB7Ged8DCiO71cBHIi253BB0ovF SSK+axAW9lqYdFzK0SZ
ZnF8eAnynWd1+FIUpylkn5KugqC5tNXKX6pQwY CXqglSOHC/q/Mag/gkY vewWfifQp
5WJHVBVx4eWSL869hax5qjgo93+xcnv6+2013iu7KeDP/LLexxqP30i1fplpzNm2
pjFaEqdkKkiYOtmq1xgbO6AqH6DeKOSFr8+x4N3JAbld+Wu4YrHjmolsEZMs7147
80CvV26SCrvWEJUIENHROSsYnEYJUyMz5m/Je2iHr7JV118LymLMsGUZfGoMvfLLZ
a65LbPdOHyb+E30A0Fqgspfsg77vW6WomRXLou6xv1D5YRVICJHIsCIBVK6HUOUQe
2rNuZ70RsadaGwVnBTdI9BJECKpAZN+rhSOPTmNRI5SSQbNgxbhHVyZWelcTonKCM

MIIErDCCAxSgAwIBAgIIDSqM3ulY/YgwDQY JKoZIhveNAQELBQAWbDFHMEUGA1UE
Cagw+VGVsZWNvbW11bmljYXRpb25zIGFuZCBEaWdpdGFsIEdvdmVybm1lbnQgUmVn
dWxhdG9yeSBBdXRob3JpdHkxCzAJBgNVBAYTAKFFMRQwWEgYDVQQDDAtUTCBTaW
du
ZXIgMjAeFwOyNDAXMTEwWODESMTVaFw0yNzAOMTEwWODESMTVaMGwxRzBFBgNVBA
oM

PIRIbGVjb21tdW5pY2F0aW9ucyBhbmQgRGInaXRhbCBHb3ZIcm5tZW50IFJIZ3Vs
YXRvenkgQXV0aG9yaXR5MQswCQYDVQQGEwWJBRTEUMBIGATUEAwWwWLVEwgUZ2Inb
mVy
IDIwggGIMAOGCSqGSIb3DQEBAQUAA4IBjwAwggGKA0IBgQDTNjCZgveqRK2VvnjF


A9ph+28d43dyMBEGA1UdJQQKMAgGBgQAKTcDADANBgkghkiGOWOBAQsFAAOCAYE
A