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Introduction 
Pursuant to the Definition of UAE Trusted List “a list prepared and published by TDRA, 
identifying TSPs, QTSPs, their services and Data relating thereto. It also checks the status of 
a License, and the extent of compliance with this Decree-Law, Executive Order, and the 
decisions issued by TDRA in implementation thereof;” 

And in reference to Article 34(1) and Article 34(3)  of the Executive Regulation No. (28) of 
2023, the Telecommunications and Digital Government Regulatory Authority (TDRA) makes 
available to the public, through a secure channel to an authenticated web server, the UAE 
trusted list (TL), in a signed or sealed XML machine-processable form suitable for automated 
processing in compliance with the specifications pursuant to the “Resolution No. (54) of 2023 
on the technical specifications and formats relating to the United Arab Emirates trusted list”. 

 
The authenticity and integrity of the UAE TL shall be verified by relying parties prior to any 
use.  
 
The present publication details below where this UAE TL is made available (hereafter the ‘UAE 
TL location’) and which certificates support the signing/sealing of the UAE TL (hereafter the 
‘UAE TL-signing certificates’). Further details on the mechanism in Section 2 can be found at 
https://uaetl.trustservices.gov.ae/tools/uaetl/pivot-uaetl-explanation.html.   
 

1. Initial state at the date of publication of the present document 
At the date of publication of the present document, the following applies: 

— The UAE TL location is the following URL: https://uri.trustservices.gov.ae/uae-trusted-
list/UAE-TL.xml. 

— The authenticity and integrity of the UAE TL are ensured through an electronic signature (or 
electronic seal when applicable) supported by one of the UAE TL-signing certificates 
represented in PEM format (‘Privacy-Enhanced Mail’ file format) in the Annex, and that can 
be authenticated using the following digest information: 

1
. 

Digest values for the first certificate: 

SHA-256 digest (hexadecimal) value: 
797ed27508a6fc1d8afdc2ff28978128614ac880ef72766ed5da317ef4d488e2 
 
SHA-1 digest (hexadecimal) value: 
5a0d365e3a699bbf4914665eb64ffb3caa34173e 
 
SHA-256 digest (Base64) value: 
-----BEGIN CERTIFICATE----- 
Nzk3ZWQyNzUwOGE2ZmMxZDhhZmRjMmZmMjg5NzgxMjg2MTRhYzg4MGVmNzI3
NjZl 
ZDVkYTMxN2VmNGQ0ODhlMg== 
-----END CERTIFICATE----- 
 
SHA-1 digest (Base64) value: 
-----BEGIN CERTIFICATE----- 
NWEwZDM2NWUzYTY5OWJiZjQ5MTQ2NjVlYjY0ZmZiM2NhYTM0MTczZQ== 

https://uaetl.trustservices.gov.ae/tools/uaetl/pivot-uaetl-explanation.html
https://uri.trustservices.gov.ae/uae-trusted-list/UAE-TL.xml
https://uri.trustservices.gov.ae/uae-trusted-list/UAE-TL.xml


-----END CERTIFICATE----- 
 

 

2
. 

Digest values for the second certificate: 

SHA-256 digest (hexadecimal) value: 
4e21ab2b377f44944bab6b36913abf11f2432bce65996373977222364782aacf 
 
SHA-1 digest (hexadecimal) value: 
f0fd6e4cee0d22976ad3d729158de4bf9d2d1fc0 
 
SHA-256 digest (Base64) value: 
-----BEGIN CERTIFICATE----- 
NGUyMWFiMmIzNzdmNDQ5NDRiYWI2YjM2OTEzYWJmMTFmMjQzMmJjZTY1OTk2
Mzcz 
OTc3MjIyMzY0NzgyYWFjZg== 
-----END CERTIFICATE----- 
 
SHA-1 digest (Base64) value: 
-----BEGIN CERTIFICATE----- 
ZjBmZDZlNGNlZTBkMjI5NzZhZDNkNzI5MTU4ZGU0YmY5ZDJkMWZjMA== 
-----END CERTIFICATE----- 

  

 

 

2. Future change(s) of the UAE TL location or UAE TL-signing 
certificates 
2.1.   Introduction 

From the date of publication of the present information, the UAE TL shall include: 

— The UAE TL location together with the PEM representation of the UAE TL-signing 
certificates as provided in the Annex. 

— As the first part of the information regarding the underlying scheme (i.e. the 
‘<SchemeInformationURI>’), in reverse chronological order – that is, showing the 
most recent publication first – the list of: 

o zero or more URLs where the archived preceding pivot UAE TLs are 
published, back until and followed by 

o the URL of the latest relevant publication in the Official Gazette of the UAE 
related to the UAE TL. 

2.2.   Standard procedure 

A future change to the UAE TL location or the UAE TL-signing certificates shall be reflected 
in the publication of a new instance of the UAE TL which will include a new UAE TL location 
or a modified set of UAE TL-signing certificates for relying parties to use when authenticating 
the UAE TL. Such a new instance of the UAE TL announcing a new UAE TL location or UAE 
TL-signing certificates is hereafter referred to as a ‘pivot UAE TL’, as it represents a pivot 
point in the historical values of the UAE TL location and the UAE TL-signing certificates. A 
pivot UAE TL can announce a change in the UAE TL location, a change of the UAE TL-
signing certificates, or both. 



Starting at the date of issuance of a pivot UAE TL in which this new information is first 
published, the UAE TL location and UAE TL-signing certificates may be used by relying 
parties to locate and authenticate the UAE TL in replacement of the formerly issued UAE TL 
location and UAE TL-signing certificates. The TDRA will also ensure that the formerly issued 
UAE TL location and UAE TL-signing certificates can still be used to locate and authenticate 
the UAE TL until 15 days after the issuance of the pivot UAE TL announcing the new UAE TL 
location or UAE TL-signing certificates. This provides a transition period for relying parties to 
consume the new information at their most convenient time within this period. 

2.3.   Exceptional procedure 

As an alternative to the mechanism explained in section ‘2.2. Standard procedure’, a new 
publication in the Official Gazette of the UAE by the TDRA may however abruptly change the 
UAE TL location, the UAE TL-signing certificates, or the duration of the transition period, for 
instance as a temporary response to an emergency situation requiring the immediate 
replacement of all UAE TL-signing certificates. 
 

Publication 
This decision shall be effective from the date of its issuance and shall be published in the 
Official Gazette. 

 

 

  



Annex (I) 

PEM representation of UAE TL-signing certificates used for 
ensuring authenticity and integrity of the UAE TL 

1.   First certificate: 
-----BEGIN CERTIFICATE----- 
MIIErDCCAxSgAwIBAgIIe10B2MO/ZxIwDQYJKoZIhvcNAQELBQAwbDFHMEUGA1UE 
Cgw+VGVsZWNvbW11bmljYXRpb25zIGFuZCBEaWdpdGFsIEdvdmVybm1lbnQgUmVn 
dWxhdG9yeSBBdXRob3JpdHkxCzAJBgNVBAYTAkFFMRQwEgYDVQQDDAtUTCBTaW
du 
ZXIgMTAeFw0yNDAxMTEwODA3NDNaFw0yNzAxMTEwODA3NDNaMGwxRzBFBgNVB
AoM 
PlRlbGVjb21tdW5pY2F0aW9ucyBhbmQgRGlnaXRhbCBHb3Zlcm5tZW50IFJlZ3Vs 
YXRvcnkgQXV0aG9yaXR5MQswCQYDVQQGEwJBRTEUMBIGA1UEAwwLVEwgU2lnb
mVy 
IDEwggGiMA0GCSqGSIb3DQEBAQUAA4IBjwAwggGKAoIBgQDPxZ6t/1oFQmq35sry 
EKBDvbFE5QMbnVA2VcZy1vt+xxawjyCl8XfhKGAE81RMMRVEWreQTpWRLpyTkHC5 
1tdYEgJ0FV6N4rIH78LBQbnEaUrOWZWTXn0b3EeyokSJoZp104PsuPTzR+SpcX8A 
7sIcUWjGJhiHAjM2oR9Dhd+9bghsto5thJfibeOAA/7NhoIgZ1dWOqnyiqaqDRTc 
st/t2L1U/XhdOXiNZE+v4ySVj1xI9T6E9DXLN4OAewl7F0Ls6FKHXRuVlCl7lCgP 
6W0Zi3GofeDur+nTkc+dPPC1K773Snxm2GZ3ZMuSyxw7A3O4BiCTeqCNwOrSTFih 
Vx7wt5BEBy2AJEqp9SAIHJ41L9O/7fAgnaTp1Cf/a8/mXRYXaJjJy1+GVTAHE0b0 
FtS6U/tzPaQ3XctOHNdahDOqjq8AkHffvNRQ7VAFiC5dL9NEyqfWM4oDcYvFqIAM 
f1iSY5EXA6snZb0xnC4+OQB5MjOdlEZ47pTiPwfGxVrZfL8CAwEAAaNSMFAwDAYD 
VR0TAQH/BAIwADAOBgNVHQ8BAf8EBAMCBsAwHQYDVR0OBBYEFJONug6B5bvKi/7
k 
zqAWwdyB55O0MBEGA1UdJQQKMAgGBgQAkTcDADANBgkqhkiG9w0BAQsFAAOCAY
EA 
cB40EYTsQG1Ts5uW1ejydsY+mDvb9GhSdyzDT8/9uKcpXxzYzHp5E2nNRdzvxhjh 
AMGvbjudoj6MdcmRhTyzB7GeJ8DCiO71cBHi253BB0ovFSSK+axAW9lqYdFzK0SZ 
ZnF8eAnynWd1+FIUpylkn5KuqC5tNXKX6pQwYCXqglSOHC/q/Mq/qkYvewWfifQp 
5WJHVBVx4eWSL869hax5qjgo93+xcnv6+2013iu7KeDP/LLexxqP3Oi1fplpzNm2 
pjFaEqdkKkiYOtmq1xgbO6AqH6DeKO5Fr8+x4N3JAbld+Wu4YrHjmolsEZMs7147 
8oCvV26SCrvWEJUlENHROsYnEYJUyMz5m/Je2iHr7JV118LymLMsGUZfGoMvfLLZ 
a65LbPdOHyb+E3OA0Fqspfsg77vW6WomRXLou6xv1D5YRvICJHlsCIBVk6Hu0UQe 
2rNuZ7oRsadaGwVnBTdI9BJECKpAZN+rhS0PTmNRl5SQbNgxbhHVyZWelcTonKCM 
-----END CERTIFICATE----- 
 
2.   Second certificate: 
-----BEGIN CERTIFICATE----- 
MIIErDCCAxSgAwIBAgIIDSqM3uIY/YgwDQYJKoZIhvcNAQELBQAwbDFHMEUGA1UE 
Cgw+VGVsZWNvbW11bmljYXRpb25zIGFuZCBEaWdpdGFsIEdvdmVybm1lbnQgUmVn 
dWxhdG9yeSBBdXRob3JpdHkxCzAJBgNVBAYTAkFFMRQwEgYDVQQDDAtUTCBTaW
du 
ZXIgMjAeFw0yNDAxMTEwODE5MTVaFw0yNzA0MTEwODE5MTVaMGwxRzBFBgNVBA
oM 
PlRlbGVjb21tdW5pY2F0aW9ucyBhbmQgRGlnaXRhbCBHb3Zlcm5tZW50IFJlZ3Vs 
YXRvcnkgQXV0aG9yaXR5MQswCQYDVQQGEwJBRTEUMBIGA1UEAwwLVEwgU2lnb
mVy 
IDIwggGiMA0GCSqGSIb3DQEBAQUAA4IBjwAwggGKAoIBgQDTnjCZqveqRK2VvnjF 



MUulZyZj04S/7zWUA1XLyvGPLoIfaV2ID6/7hvO8+8wRI4NQ/OJR/HRRIzc/P9/E 
QPD4xnYvWYrIKm53174+BVGfnJC9990zt2kJZKGRtH+EBjXB9NUzaAKPL5jWVvYz 
xuRDIU6WeGd7dSEvs8epf46iRSEViHMqL/geJenXwsMPDK8LjIoJ8PGEmhq6BZjW 
TwgUipYmMAHn2VKDj9c/FsFwU/v08xNynQ8SrkjJ14MbZ9rmB8AQYi0SmYC9niN+ 
7NAcUVGGnZJQUBDets0Zqhbp492uk1oBqNz8PZjtJOIvGz3IfovAwmV+AhVrZr3K 
Byf3QjkUX/nLdJuiW/SBi/mkomANsAjArJ0qlHX1E1teXtOs1EMT8ubpjJTx99Hz 
rasZW11y8u6SUyDe50ec+aMtT03GJSfoRDDM1CHWxnySGxzC+0s/9OeId2axDvIg 
UoGzi2GSkBOPAC/9eo1VLj6m09kHojSXzXyiUfjFWchREJsCAwEAAaNSMFAwDAYD 
VR0TAQH/BAIwADAOBgNVHQ8BAf8EBAMCBsAwHQYDVR0OBBYEFOta31rOTXkytQF
8 
A9ph+28d43dyMBEGA1UdJQQKMAgGBgQAkTcDADANBgkqhkiG9w0BAQsFAAOCAYE
A 
VCEBvGTZmxSMXqoZ+x+l5xPjnp4MGBUndAu20pTuXwbqNvR7I3TQdQCDYdVaXtWk 
NQe/4qxX5cXuli1RnooZX/HVDdkKV6wcYZ0+wvWe0XTR48rKlm0w/EL88wtMU1WT 
s3t/JvrGobdaewTsC4QMKsSE+fEfc94pfIxpFdVujSXwAN8POMnRe+WjrwNN488G 
+TDAPYRQrqFuZ72M0EG3O/NG+/wGOYXwWYUZUIT8gAfl08wAfC/r76M2w6lVgRtv 
lVqwBu2DViTHkFw1aIwBsGwUPoCy/GWz11W8DRzIKcuXYNYAyuF1gZ1kpDSrwd5x 
wU+ihPA80KymjiwhNaKgDt1v4jYDQiUS3haNIgra1uOIallJ29f/rUXKH78c5kv5 
orTvwJos2nBzPmPzKRL/rA1bHSfJUbEiaN3D9QBjyN+pSv2bV0mwwXmTLzboCt6a 
Xq0YvmTKhrfdxQlwylP96Yz1IPlBBx5ZtWRuBooSJBiXC1iNBTO+R4zX1/bezt5g 
-----END CERTIFICATE----- 

 

 


